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The Invisible Gorilla Effect in Out-of-distribution Detection

OOD detection 
performance varies 
across artefacts, but 
existing explanations 
are limited.

We identify a new bias 
in OOD detection.

Out-of-distribution (OOD) 
data differs from model’s 
training data, causing 
unreliable predictions.
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1. Introduction

Key Findings

OOD detection improves 
when OOD artefacts are 
similar to the model’s ROI.

Feature-based methods are 
most impacted by bias.

OOD colour sensitive 
directions correlate with 
high variance directions in 
model’s latent space.

Projecting out nuisance 
subspace in model’s latent 
space provides more 
consistent mitigation than 
colour jitter augmentation.
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Analogous to the Invisible Gorilla 
Experiment in Psychology, in which:

Unexpected stimuli more likely to be 
seen when they closely resemble 
attended target.

Apply Out-of-distribution Detection Methods on 
Held-out Data (Code Available)

3. New Annotated Benchmarks (Made Publicly available!)
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Summary of Colour-swapped Counterfactuals

Repeat study on counterfactuals to rule out dataset bias

+

Dataset Summary

ISIC (skin lesion)
ID: Planar images with no 
ink, rulers or colour charts.
Primary Task: Benign vs. 
Malignant classification  

MVTec-AD (Industrial)
ID: Industrial equipment 
with and without defects.
Primary Task: Default 
Classification.

Summary of Manual Annotations on Real Data

11,345 Manually Annotated Images being made public.

Evaluation Metrics: 
AUROC, AURC, FPR@TPR80
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Invisible Gorilla Effect

Contrary to common assumption, OOD detection 
improves when the OOD artefacts are visually 
similar to model’s Region of Interest.

2. What is the Invisible Gorilla Effect
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a. Making Dissimilar Counterfactuals

Original Masks Counterfact.

b. Similar Counterfactuals

Original Counterfact.
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Colour variation aligns with high-variance
directions in the model’s latent space. 

Feature-based methods typically downweigh 
high variance directions. 

Empirical Evidence

1. PCA on training data to identify 
eigenvectors (𝑣𝑘) and corresponding 
variances (𝜆𝑘).

2. Project Similar and dissimilar OOD onto 
Principal Components.

3. Compute ability to discriminate between 
similar and dissimilar OOD

4. Measure correlation between 𝐼𝑘 with 
high-variance directions (𝜆𝑘)? 

𝐼𝑘 = max(𝐴𝑈𝐶 𝑍𝐷𝑖𝑠𝑠.𝑣𝑘 , 𝑍𝑠𝑖𝑚.𝑣𝑘 , 1 − 𝐴𝑈𝐶 ∙ )

Spearman
Correlation

6. Mitigation Strategies

FeatureNorm
+ Projection

Mahalanobis
+ Projection

MBM
+ Projection

NAN
+ Projection

XOOD-M
+ Projection

OOD Detection AUROC (%)

50 60 70 80

Difference

Similar to

Dissimilar

Colour

AUROC 

(pp)

OOD Detection Method

0

20

10

-10

No Aug.
Light Aug.
Heavy Aug.

Confidence Jitter Augmentations
Trained models with colour jitter 
augmentations and revaluated.

Nuisance subspace projection

→ Inconsistent in reducing the effect. 

Project out 5 directions with the highest 
colour sensitivity (𝐼𝑘) and revaluate.  

→ More consistent in reducing the effect. 

𝜌 = 0.47
𝑝 < 1.5x10−4

5. Hypothesised Mechanism
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iii) Ad-hoc Methods
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ii) Confidence Methods

iv) External Methods

i) Feature-based Methods 
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4. Large-Scale Evaluation

Train Model for Primary Task
(e.g. Image Classification)

Segment ROI and artefacts. Define 
similarity as Euclidean RGB.

MVTec

ISICLegend
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